MNamaTku. UHPopmauua o MmeponpusaTusx,
MpOeKTax U nporpaMmmax, Kotopble HanpaBJieHbl
Ha MOBbIlEeHNE UHPOPMALMOHHON rPaMOTHOCTH
YYEHUKOB

NMHOOPMALIMOHHAA NAMATKA

IMamsiTKa 11 00y4yarOIUXCcsA 00 MHPOPMALIMOHHOI 0€30IIACHOCTH JeTeil
HEJ1b34

1. BceM nogpsap coobllaTb CBOK YacTHYH MHpopMaLuio (HacTosawme ums, GpamMuanio,
TenedoH, aapec, HoOMep LLKOJIbl, @ TaKxKe poTorpadmn cBOU, CBOEN CEMbU U APY3EN);

2. OTKpbIBaTb BJIOXKEHHblE dalbl 3/IEKTPOHHOM MOYTbI, KOrA4a He 3Haellb OTNpaBUTeNS;
3. [py6buTb, NpnanpaThCs, OKa3blBaTb JaB/EHME — BECTU Ce6S1 HEBEXK/IMBO U arPECCUBHO;
4. He pacnops»kancsa geHbraMu TBOen ceMbi 6e3 paspeLleHns cTapLunx — Bcerja
crnpaluvBan poauTesien;

5. He BcTpevaiics ¢ VIHTepHeT-3HaKOMbIMU B peasibHOM XKU3HU — MOCOBETYMNCS CO
B3pPOC/1bIM, KOTOPOMY [OBEPSELLb.

OCTOPOXXHO

1. He Bce nuwyT npaBay. YmTaewsb o cebe HenpaBay B VIHTepHeTe — coobuin 06 3TOM
CBOMM POAUTENAM U/IN ONEKYHaM;

2. lMNpurnawatoT nepenmcbiBaTbCs, UrpaTb, 0OMEHMBATLCA — NPOBEPb, HET JIN NOABOXA;
3. He3akoHHOe KonunpoBaHue ¢painoB B MIHTepHeTe — BOPOBCTBO;

4. Bcerpa pacckasblBai B3poC/ibiM 0 NpobieMax B CETM — OHWU BCEraa NomMoryT;

5. Mlcnosib3yi HaCTPOMKM 6€30MacHOCTU U NPUBATHOCTU, YTOObI HE NOTEPATH CBOU
aKKayHTbl B COLLCETAX M APYrMX nopTanax.

MOXXHO

1. YBaxkan Apyrux nosib3oBaTesien;

2. MNMonb3yelbcs VIHTEPHET-UCTOYHUKOM — Aie/1al CCbIJIKY Ha HEro;

3. OTKpbIBa TOJIbKO T€ CCbIZIKK, B KOTOPbIX YBEPEH;

4. O6waTbCs 32 MOMOLLbIO B3POC/IbIM — POAUTENU, ONEKYHbI N aAMUHUCTPALIMA CAUTOB
BCeraa nomoryT;

5. Mponan oby4yeHune Ha carTe «CeTeBUYOK» M MNOJTyUMN NacnopT LMdPOBOro rpaxkaaHmHa!

NudopmanuoHHasi naMATKA /ISl 00yYaOIUXCsl AJI5 pa3MeleHns Ha

opunuaabHbiXx UHTEpHET-pecypcax

C KaXKabIM rogO0M MOJIOAEXN B UHTEPHETE CTAaHOBUTLCSA 60/bLLE, a LUKOJIbHUKU OHU U3
CaMbIX aKTUBHbIX NMosib3oBaTesien PyHeTa. Mexkay TeM, MTOMMMO OFPOMHOI0 KOJIMYECTBa
BO3MOXXHOCTEMN, UHTEPHET HECET M NP0o6.1eMbl. ITa NaMATKa AO1XKHA NOMOYb Tebe
6e30MacHO Haxo4MTbCsl B CETMU.

KoMnbloTepHble BUPYChbI

KoMnbloTePHbI BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMMm, OT/INYNTEIbHOMN
0COBEHHOCTbI KOTOPOWM SBNISIETCS CMOCOOHOCTb K pa3sMHOXEHMI0. B AonoIHEHME K 3TOMY,
BMPYCbl MOTYT NOBPEAMTb UJIM NOJIHOCTbI YHUYTOXKUTb BCE Gai/ibl U JaHHbIE,
NOAKOHTPOJIbHbIE MO/Ib30BATE/IH0, OT MMEHM KOTOPOro Obl/1a 3anyLyeHa 3apaXkeHHas
nporpamMMma, a Tak)ke NoBpeAnTb UK AaXKe YHUYTOXKUTb ONePaLMOHHYH CUCTEMY CO BCEMMU
dannamm B L,esIoM. B 60bLUMHCTBE C/ly4aeB pacipoOCTPaHAOTCA BUPYCbl YEPE3 UHTEPHET.
MeToAbl 3alMTbl OT BPeAOHOCHbIX NPOrpamMm:

1. icnonb3yn coBpeMeHHble OonepaLMOHHblE CUCTEMBI, UMEIOLLME CEPbEe3HbIN YPOBEHb



3alWMTbl OT BPeA0HOCHbIX NPOrpamMm;

2. MocTosHHO ycTaHaBAMBaK navTu (LmdppoBble 3arn1aTKM, KOTOPble aBTOMaTUYECKU
YCTaHaB/IMBAOTCS C Le/Iblo A0pabTKM NporpamMmsl) U Apyrme o6HOBIEHUS CBOEN
onepaumoHHon cucteMbl. CKaumBam X TONBKO C oduLManbHOro canTa paspaboTtyumka OC.
Ecnm cywecTByeT pexxmmM aBTOMAaTUYECKOro 0OHOBAEHUS, BKKOUYM €rO;

3. PaboTalt Ha cBOeM KOMMbIOTEPE NOA NpaBaMu NoJIb30BaTeNs, @ HE aAMUHUCTPATOpPa. IDTO
He NO03BOJINT 60/IbLUMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTAI/IMPOBATLCA HA TBOEM
NepCcoHaIbHOM KOMIbIOTEPE;

4. icnonb3yn aHTUBMPYCHblE NPOrpaMMHbIe MPOoAYKTbl M3BECTHbIX MPOM3BOAUTENEN, C
aBTOMaTUYECKMM OBOHOBJIEHUEM 63a3;

5. OrpaHnyb GpU3MHeCKUIM JOCTYN K KOMMNbIOTEPY AJ151 MOCTOPOHHUX NNL;

6. lcnonb3ymn BHeLLHWE HOCUTeNN MHPOPMaLMK, TakMe Kak dieLlka, ANCK uan damn u3
WHTEpPHETA, TOJIbKO U3 NpodepeHHbIX MCTOYHUKOB;

7. He oTKpbIBalt KOMMNbIOTEPHbIE $alisibl, MONYYEHHbIE N3 HEHAAEXKHbBIX MCTOYHMKOB. J[larke
Te danbl, KOTOPblE MpUcaaa TBOW 3HAKOMbIN. Jlydllie yTOYHM Y HEro, oTApPaB/sAa /i OH
Tebe ux.

Cetn WI-FI

Wi-Fi — aTo He BMA, nepeaayn aaHHbIX, HE TEXHOJ10TUS, a BCEro /inLb bpeHa, MapKa. Eule B
1991 roay HMaepnaHacKas KoMnaHus 3apernctpuposana 6pens « WECA», yTo o603Ha4vano
cnoBocoyeTaHme «Wireless Fidelity», koTopbIit nepeBoanTCs Kak «6ecrnpoBogHasi TOYHOCTb».
[o Hallero BpeMeHu golusia apyras abopesmnaTypa, KOTopas sSBJISIETCA TaKOM Xe
TexHosormen. 3to abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe 6bIJIO JAaHO C HAMEKOM Ha
CTaHAAPT BbICLUMIM 3BYKOBOM TexHMKM Hi-Fi, 4yTo B nepeBoae 03Ha4yaeT «BbICOKas TOYHOCTb».
[a, 6ecnniaTHbIN UHTEPHET-A0CTYN B Kade, OTENSAX U a3poropTax sSABASETCA OT/IMYHOMN
BO3MOXXHOCTbHO BbIXOZa B UHTEPHET. HO MHOrMe 3KCnepThl CYMTAIOT, YTO O6OLLEeAOCTY MHbIE
Wi-Fi ceTu He aBnatoTca 6e3onacHbIMN.

CoBeThl 10 0€30IIaCHOCTH pabOTe B OOIIEIOCTYMHBIX ceTssx Wi-fi:

1. He nepepaBaii cBoto MUHY0 MHPopMaumio Yepes obuieaoctynHble Wi-Fi ceTn. PaboTas
B HUX, XXe/aTe/IbHO He BBOAMTb NaposiM AOCTYNa, ZIOTMHbI U Kakue-To HOMepa;

2. Vicnonb3ym n 06HOBASI aHTUBUPYCHbIE MPOrpaMMbl U 6paHgMayep. TeM camMbIM Tbl
obe3onacuiib cebs OT 3aKa4yKM BUpYycCa Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonbzoBanum Wi-Fi oTkatoum dyHkumio «O6wmin goctyn K paniam m
npuHTepamy. [laHHas GYHKLMSA 3aKpbiTa NO YMOJIHaHMIO, O4HAKO HEKOTOpPbIE M0J1b30BaTE /M
aKTMBMPYIOT €€ ANs yao6CTBa MCNO/1b30BaHMS B paboTe unu yvebe;

4. He ncnonbsymn nyéamunbin WI-FI gns nepeaayum AnMYHbIX JaHHbIX, HANPUMEP 418 BbIX04a
B COLMAJIbHbIE CETU UIN B SNEKTPOHHYIO MNOYTY;

5. inonb3yi TonbKo 3awmuleHHoe coeanHeHne vyepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-agpeca BBOAM MMeHHO «https://»;

6. B MobunbHOM TenedoHe oTkaoun dyHKkumio «MoakntoveHmne k Wi-Fi aBTomaTuyecku».
He ponyckan aBToMaTUYECKOro NoAK/Il4eHMs ycTponcTBa K ceTaMm Wi-Fi 6e3 TBoero
cornacus.

CoumanbHble ceTn

CoupanbHble CETU aKTUBHO BXOAAT B HaLLY »KM3Hb, MHOIME NH0AM PaboTaloT U XKUBYT TaM
NMOCTOsIHHO, a B Facebook y»ke 3apernctpmpoBaH MUAIMAPA YENOBEK, YTO SIBJIIETCSA O4HOM
celbMOW BCEX YKUTesiel naaHeTbl. MHOrme nosib3oBaTes/iM HE MOHMMALOT, YTO MHOPMaLMS,
pasMeLLEHHAsa UMK B COLLMANBbHBIX CETAX, MOXKET ObITb HANMAEHA M MCMOJIb30BaHA KEM
YyrogHo, B TOM 4Yncsie He 0653aTesIbHO C 6/1arMMU HAMEPEHUSIMM.

OcHoBHbBIE COBEThbI 10 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. OrpaHunyb cnucok apysen. Y Tebs B Apy3bsix HE A0/1)KHO ObITb CAYHaMHbIX MU HE3HAKOMbIX
Moaen;

2. 3alimLan CBOK YacTHYH XM3Hb. He yKa3biBa napoau, TesnedoHsbl, agpeca, AaTy TBOEro
POXKAEHUSA N APYTYHO JINYHYHO MHDOPMALMIO. 3/10YMbILLJIEHHUKM MOTYT MCMNOJ/1b30BaTh AaXke



MHPOPMaLUIO O TOM, KaK Tbl U TBOM POAUTENM MIAHUPYETE NMPOBECTU KaHWUKY b,

3. 3awmLLan CBOK penyTaLmio — AEP>KM ee B YACTOTE M 3a[aBal cebe Bonpoc: XoTes1 Obl
Tbl, YTOObI ApYyrue Noab3oBaTeENN BUAENMN, YTO Thbl 3arpy>xaellb? lNoayman, npexxkae yem
4YTO-TO oNy6/IMKOBaTb, HANUCATb U 3arpy3uThb;

4. Ecnn Tbl roBOpULLb C NHOAbMU, KOTOPbIX HE 3HaeLb, HE UCMOJIb3YN CBOE peasibHoe UMS U
APYTYI0 INYHYI0 MHOPMALIMK: UMS, MECTO XXUTE/IbCTBA, MECTO y4eObl 1 NpoYee;

5. N36eram pasmelleHusa ¢potorpaduii B IHTepHeETe, rae Tbl M306paXkeH Ha MECTHOCTU, MO
KOTOPOI MOXXHO onpeaesiMTb TBOE MECTOMOIOXKEHUE;

6. lNpu perncTpaumnm B coumanbHOM ceT He0ob6XoaMMO UCMOIb30BATb C/IOXKHbIE MApPO/In,
cocTosume u3 6yks 1 UMPp 1 C KOMYECTBOM 3HAKOB He MeHee 8;

7. ns coumanbHOM CETU, MOYTbI U APYIrMX CaUTOB HEOOXOAMMO MUCMOJIb30BaTh pPa3Hble
naposun. Toraa ecnm Te6s B3/1IOMAtOT, TO 3/10YMbILLUIEHHUKW NMOAYYaT AOCTYN TOJIbKO K
04HOMY MEeCTY, a He BO BCe Cpasy.

DNEKTPOHHbIE AEHBIN

DNIEKTPOHHbIE AEHBIM — 3TO O4YeHb YA00OHbIN COCo6 NaaTeXen, 0HAKO CYLLECTBYIOT
MOLLUEHHMKUN, KOTOPbIE XOTAT MOJYYUTb 3TU AEHbIN.

DNEeKTPOHHbIE AeHbIM NOSIBUANCH COBCEM HEABHO U MMEHHO M3-3a 3TOr0 BO MHOIMMX
rocynapcTBax A0 CUX MOpP He MPOMMCaHO NPO HUX B 3aKOHaX.

B Poccumn »xe oHM GYHKUMOHUPYIOT M O HUX YXKe NPOMMCaHO B 3aKOHe, rAe UX pasaenatoT Ha
HECKOJ1IbKO BMA0B — aHOHUMHbIE U HE aHOHMMHbIe. Pa3HuLa B TOM, YTO aHOHMMHbIE — 3TO
Te, B KOTOpPbIX paspeLlaeTcs NpoBoaMTb onepauum 6e3 naeHTnduKaumm nosab3oBaTens, a B
HEaHOHUMHbIX UAEHTUDUKALIMM NOJIb30BaTENS ABNSETCS 0693aTE/IbHON.

Takxke cieflyeT pas3/inyaTh 3/1EKTPOHHbIE PUATHbIE AEHbIM (PaBHbI FOCYAapPCTBEHHbIM
Ba/IlOTaM) M 3N1EKTPOHHbIE HedUaTHbIE AeHbIMM (He paBHbI FOCYJapCTBEHHbIM Ba/IlOTaM).
OcHoBHBIE COBETHI 10 0€30MACHOI1 padoTe ¢ YJIEKTPOHHBIMHU JIEeHbI AMMU:

1. MpumBA>KKM K cHETY MOBUJ/IbHBLIN TenedoH. DTO caMbli YA06HbIN U BbICTPbIN CNOCO6
BOCCTAHOBMUTb AOCTYM K cyeTy. [1pnBsA3aHHbIN TesiePpOH MOMOXKET, eC/in 3abydeLlb CBOM
NJaTeXXHbIN NMapob UM 3aleLlb Ha CalT C HE3HAKOMOIO YCTPOMCTBA;

2. icnonb3yn oaHopa3oBblie napoau. [ocne nepexoaa Ha YCUNEHHYIO aBTOpM3aLuio Tebe
y>Ke He 6yaeT yrpoykaTb OMaCHOCTb KPaXku UM nepexBaTa NnjaTeXXHOro naposs;

3. Bbi6epun cnoxxkHbIn napob. [pecTynHMKam OyAeT He MPOoCTOo yragaTb CJIOXKHbIN Maposib.
Hape>kHble naponn — 3To Naposin, KOTopble coaepXKaT He MeHee 8 3HAKOB M BKJIKOYAKOT B
cebs CTPOYHbIE U MPONUCHbIE BYKBbI, LMPPbI U HECKO/IbKO CUMBOJI0OB, TaKMEe KaK 3HaK
aonnapa, dyHTa, BOCKAMLATeNbHbIN 3HaK U T.Nn. Hanpumep, StRONg!;;

4. He BBOAM CBOW JINYHbIE AAHHbIE HA CalTax, KOTOPbIM HE A0BepSsELLb.

DNEeKTPOHHas MOHTa

DNEeKTPOHHAA NOYTa — 3TO TEXHOJIOMMS N NPEeAOCTaB/IIEMbIE €10 YC/TyTM MO NepechbIsIKe U
NOJIy4EHMIO 3N1EKTPOHHbIX COOOLLLEHMI, KOTOPbIE pacnpeaenstoTcs B KOMMNbIOTEPHOM CETM.
OO6bI4HO 3N1EKTPOHHbIN NOYTOBbLIN SALLMK BbIFISAUT C/ieAyoLmM 06pa3om:
MUMS$_NoJIb30BaTeNss@UMSA_A0MeHa. TakXKe KpoMe nepeaaym NpocToro TeKCTa, UMeeTcs
BO3MOXXHOCTb NepeaaBaTb ¢alsibl.

OcHoBHBIE COBETHI 10 0€30MAaCHOI padoTe ¢ IJIEKTPOHHON MOYTOM:

1. Hapo BbIOpaTh NpaBMJIbHbIA MOYTOBbLIN CEPBUC. B MHTEPHETE €CTh OrPOMHBbIN BbIGOP
6ecnaaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Jly4Lle AO0BEPSAThL TEM, KOro 3Haellb U KTO
NnepBbIf B PENTUHTE;

2. He yka3sbiBaln B JIMMHOM MoYTe JIMYHY0 MHOopMaLumio. Hanpumep, nydile BbiOpaTb
«MY3blKanbHbIM_paHaT@» nnm «pok2013» BMecTo «Temal3»;

3. Vicnonb3y aByxaTanHy aBToOpuM3aLmio. DTO KOraa NoOMUMO Napost HY>XHO BBOAUTb
Koz, NnpucblnaeMbin no SMS;

4. Bblbepu c/10XKHbIM Naposib. [ KaXKa0ro no4ToBOro silyKa J0J/IXKeEH 6bITb CBOM
HaO,Ee>KHbIN, YCTONYNBBIN K B3/IOMY MapoJib;

5. Ecnm ecTb BO3MOXXHOCTb HanMcaTb CaMOMY CBOM JIMYHbIN BOMPOC, UCMO/1b3YHM 3TY



BO3MOXXHOCTb;
6. Vlcnosib3ym HECKOJIbKO MOYTOBLIX SALMKOB. [1epBbIi 418 YaCTHOW NEPENUCKU C
agpecaTtamMu, KOTOPbIM Tbl A0BepseLllb. DTO 3/IEKTPOHHbIN agpec He Haa0 UCMO0/1Ib30BaTb
npu perucTpaumm Ha dopymMax 1 canmTax;

7. He oTKpbIBal ¢paliibl U Apyrme BJIOXKEHUS B MUCbMaX JaXke eC/I OHU MPULLAM OT TBOMX
apysen. Jlyylle yToYHU Y HUX, OTNPaBAS/IN SN OHM Tebe 3Tu daiibl;

8. Nocne oKoHYaHMA paboTbl HA NOYTOBOM CeEpPBUCE NMepes, 3aKPbITUEM BKIAAKMN C CAUTOM
He 3a6yab HaXkaTb Ha «BbITu».

Kun0epOy1iimHr wiim BUPpTyajibHOE U3/1€eBaTeIbCTBO

KnbepbynamHr — npecneoBaHue COOOLLEHUAMU, COAEPKALLMMUN OCKOPOSIEHUS, arpeccuto,
3anyrmBaHue; Xy/IMraHCTBO; COLlMaNbHOE BOMKOTMPOBAHME C MOMOLLLbIO Pa3/INYHbIX
WHTEepPHET-CePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNBEPOYNMHIOM:

1. He 6pocaiica B 60i. Jlyywwmin cnocob: NocoBeTOBaTbCA Kak cebsl BECTU U, €CIM HET TOrO, K
KOMY MO>XHO 06paTuUTbLCS, TO BHaYae yCnoKomTbcs. ECam Thbl HayHeLb OTBeYaTb
OCKOpPH6.1EHNAMM HA OCKOPOB.IEHUS, TO TONBLKO elle 60/blue pa3oXK>Kellb KOHOINKT;

2. YnpaBnsau ceoen kubeppenyTtaymen;

3. AHOHMMHOCTb B ceTU MHMUMaSA. CyLLEeCcTBYHOT Cnocobbl BbISCHUTb, KTO CTOMT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTOUT BECTU XY/IMTaHCKUIN 0Opa3 BUPTYasIbHOM >KM3HU. VIHTEepHET PUKCUpYET Bce
TBOW AENCTBUS U COXPaHAET UX. YOaNuUTb UX OyAeT KpanHe 3aTPYAHUTENbHO;

5. Cobntopait cBo BUPTYasIbHYHO YECTb CMOJIOAY;

6. IrHopupym eaAnHUYHBbIN HeraTnB. O4HOPA30Bblie OCKOPOUTE/IbHbIE COOOLLEHMS NTyYLle
nrHopmpoBaTb. O6bIYHO arpeccus NpekpaLllaeTcs Ha HayalbHOM CTaauu;

7. baH arpeccopa. B nporpammax ob6mMeHa MrHOBEHHbIMM COOOLLIEHUSMUN, B COLlMATIbHbBIX
CeTSX eCTb BO3MOXXHOCTb 6/TOKMPOBKM OTMNPaBKM COOBLLEHNI C oNpeaesIEHHbIX afpeCcoB;

8. Ecnn bl cBuaeTenb kKnbepbynnuHra. TBom feNCTBMA: BbICTYNUTb NPOTUB
npecnenoBaTens, NoKasaTb €My, YTO ero AenCcTBMSA OLLEHMBAKOTCS HEraTUBHO, NOAAEPYXKaTb
YKepPTBY, KOTOPOM HY>XHa NCUXO0rM4ecKas NomMoLLb, COOBLMTbL B3POC/bIM O paKTe
arpeccuBHOrO NOBeAEHUS B CETW.

Mo6bunbHbIM TenedoH

CoBpeMeHHble cMapTdOHbI M NNAHLWIETbI coaep»KaT B cebe BrnosiHe B3pOC bl GYHKLMOHAN,
M Tenepb OHM MOIYT KOHKYPUPOBaTb CO CTaLMOHApPHbIMK KoMnbloTepaMu. OaHaKo, CpeacTs
3aLWMTbl 419 NOA06HbIX YCTPOMCTB MOKa 04eHb Masio. TecTMpoBaHME 1 MOUCK YS3BUMOCTEN
B HUX MPOUCXOAUT He TaK MHTEHCUBHO, Kak aaa MK, To ke camoe KacaeTcsi U MOBUIbHbIX
NMPUIOXKEHUN.

CoBpeMeHHble MOBU/IbHbIE Bpay3epbl yryKe MPaKTUYECKM O0MHAIM HACTOJ/IbHbIE aHAJIoTH,
04HaKo paclumpeHme pyHKLMOHaNa BAeYeT 3a CO60M BObLLYHO CZIOXKHOCTb M MEHbLLYHO
3aLLMLLEHHOCTD.

[aneko He BCe Npon3BOANTENM BbINYCKaOT OOHOB/IEHMS, 3aKPbIBatOLLME KPUTUYECKME
YS3BUMOCTMW 01 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 1JI 0€30MaCHOCTH MOOMJIBLHOTO TeJie(poHA:

1. Hnyero He siBnsieTcs No-HacTosLWEeMY 6ecniaTHbIM. Byb ocTOpoyKeH, Beab Koraa Tebe
npegsaratoT 6ecniaTHbIM KOHTEHT, B HEM MOIYT ObITb CKPbITbl KAKME-TO NAAaTHblE YCIYTI;
2. Oyman, npexkae yeM otnpaBmuTb SMS, doTo nnm Buaeo. Tbl TOYHO 3HAELLb, FAEe OHU
OyayT B KOHEYHOM uTore?

3. HeobxoanmMo 06HOBATL ONepPaUMOHHYIO CUCTEMY TBOEIO CMapTPOHa;

4. N\cnosib3yn aHTUBMPYCHbIE NMPOrpaMmbl AJ11 MOOUbHBIX TeNedOHOB;

5. He 3arpy»kait npuio)KeHns OT HEM3BECTHOIO MCTOYHMKA, BEAb OHM MOTYT COAEP>KATb
BpeAoHOCHOE NporpaMMHoe obecneveHue;

6. lMocne Toro Kak Tbl BbINAELWb C CanTa, rAe BBOAMA IMYHYI0 MHPOPMaLUIO, 3aMam B
HacTpoWKu bpay3sepa 1 yaanu cookies;



7. lNepuognyeckn NnpoBepsn Kakme NaaTHbIe YCYr akTUBMPOBaHbI Ha TBOEM HOMEPE;

8. [1aBait cBoM HOMep MObUAbHOro TesiedoHa TONbKO /IH0ASM, KOTOPbIX Thl 3Ha€LLb M KOMY
[oBepselLlb;

9. Bluetooth aomkeH 6bITb BbIKAKOYEH, KOrAa Thl UM He NoJib3yeLllbcs. He 3abbiBar MHoraa
npoBepsTb 3TO.

Online urpsi

CoBpeMeHHble OHNAaMH-UIPbl — 3TO KPaco4Hble, 3aXBaTbIBaOLLME Pa3BI€YEHMUS,
ob6beanHAoLME COTHMN ThICAY Ye/I0BEK NO BCeEMY MUPY. MIrpoKu nccnenyroT AaHHbBIN UM
MUP, OOLLIAIOTCS APYr C APYroM, BbIMOJIHAIOT 3a[aHMS, CPaXKakoTCs C MOHCTPaMM 1
NoJ1y4aroT OnbIT. 32 YA0BOJIbCTBUE OHM NNATAT: NMOKYNAOT AMCK, OMN1a4YMBaOT aOOHEMEHT
UM NPMOBPETAOT KaKne-To Onuun.

Bce 3T cpeactBa nayT Ha noaaep)kaHue 1 pa3BUTUE UMPbl, @ TAKXKe Ha caMy
6e30MaCcHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbI aBTOPU3aALMK, BbIMYCKAOTCS HOBbIE NATYM
(uMdppoBble 3anaTKKU /18 NPOrpamMMm), 3aKpbIBAOTCS YS3BMMOCTU CEPBEPOB.

B noao06HbIX Mrpax CTOMT onacaTbCsl He CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KPaXku TBOEro
naposis, Ha KOTOPOM OCHOBAHAa CUCTEMA aBTOPU3aLMN BONbLUMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IMACHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecam ppyrom Urpok BeAeT cebs naoxo nam co3gaeT Tebe HeENpUATHOCTU, 3a6I0KMPYI
€ro B CMUCKE UIPOKOB;

2. lNoykanymnca agMMHUCTPATOpPaM Urpbl Ha NMJ1I0X0e NoBeAEHME 3TOro UrPoKa, XKenaTesibHO
NPUIOXKUTb KakMe-TOo J0Ka3aTeIbCTBa B BUAE CKPUHOB;

3. He ykasbiBa in4nHyto nHpopmaumio B npodaisie urpsbl,

4. YBakan Apyrmx y4aCcTHUKOB MO UrpeE;

5. He ycTaHaBauBam HeoduLMaibHble NAaTYX U MO,

6. lcnonb3ym CNoXKHble 1 pasHble Napoau;

7. [laxke BO BpeMS Urpbl HE CTOUT OTKIHOYATb aHTMBMPYC. [1oKa Tbl UrpaeLlb, TBOM
KOMMbIOTEP MOTyT 3apa3uThb.

OULIKHT MK KpayKa JIMYHBIX AaHHbIX

OO6bI4HOM Kpayken AeHer U JOKYMEHTOB CEMOAHS Y>X€ HUKOIo He YANBULLb, HO C Pa3BUTUEM
MHTEPHET-TEXHOJ1I0M NI 3/10YMbILLJIEHHUKM NEPEMECTUNINCL B UHTEPHET, U MPOAO/IKAOT
3aHMMATbLCS «JIIOOUMbIM» 1E€/I0M.

Tak nosBuaacb HOBas Yrpo3a: MHTEPHET-MOLUEHHNYECTBA MU GULLMHT, F1aBHAsA Lesb
KOTOPOro COCTOUT B NOJTyHEHUM KOHOUAEHLMAbHBIX AaHHbIX NOJ1b30BaTeN1EM — JIOTMHOB U
naposiei. Ha aHrnminckoM asbike phishing yntaeTcsa kak duwmHr (ot fishing — pbibHas
NI0BJ/1s, password — naposb).

OcHOBHBIE COBETHI IO 6OpbOE ¢ HYUITMHTOM:

1. Cneay 3a cBOMM aKKayHTOM. Ecam Tbl Noa03peBaellb, YTO TBOS aHKeTa Obl1a B3/IOMaHa,
TO Heob6xoanMo 3a6/10KMpPOBaTh €€ M COOOLLMTb aAMUHMUCTPATOPaM pecypca 06 3TOM Kak
MOXXHO CKOpeE;

2. icnonb3ym 6e3onacHble Be6-CcalTbl, B TOM YUC/Ie, MHTEPHET-MarasamHoB M NOMCKOBbIX
CUCTEM,;

3. icnonb3yi cnoXkHble 1 pa3Hble Naposin. Taknum obpa3oMm, ecsiv Tebs B3/1IOMaOT, TO
3/10YMbILLNIEHHMKM NO/Ty4aT AOCTYN TO/IbKO K OIHOMY TBOEMY MPOdUJItO B CETU, a HE KO
BCEM,;

4. Ecnv Tebs B3IoManun, ToO HEOH6X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
[o6aBneHbl y Te6si B Apy3bsaX, O TOM, YTO Tebs B3/IOMasiM U, BO3MOXKHO, OT TBOEro UMEHMU
OyaeT paccbl1aTbCA CNaM M CCbIZIKM Ha GULLIMHIOBbLIE CalTbl;

5. YcTaHoBu HagexkHbi naposb (PIN) Ha Mo6uAbHbIN TenedoH;

6. OTK/II04YM COXpaHEHME Napois B bpay3epe;

7. He oTKpbIBal ¢palinibl U Apyrme BJIOXKEHMS B MUCbMaX JaXke eC/I OHU MPULLAM OT TBOMX
apysen. Jlyylle yTOYHU Y HUX, OTNPaBAS/IN JIN OHU Tebe 3Tu darbl.

udposas pernyrarus



Lindposas penyTaumns — 3TO HeraTUBHas UaM NO3UTUBHAA MHbOPMaLUS B ceTn O Tebe.
KomnpomeTupytowas nHbopmauma pasMelleHHas B MHTEPHETE MOXXET CEPbE3HbIM
06pa3oM 0TpPa3nTbCA Ha TBOEM peasnibHOM XN3HW. «Llnpposas penyTayms» — 3TO TBOM
UMUK, KOTOPbIN GOopMUpyeTCa U3 MHPOpMaLMN O Tebe B MHTEPHETE.

TBOE MeCTO YXUTeNbCTBa, y4ebbl, TBOe GPMHAHCOBOE NOJIOXKEHNE, OCOOEHHOCTU XapaKTepa n
paccKasbl 0 6/IM3KMX — BCE 3TO HaKarn/IMBaeTCs B CETU.

MHoruve nogpoCTKM NErKOMbIC/IEHHO OTHOCATCA K My6AMKaumMm IM4HOM MHbOopMaLum B
VIHTepHeTe, He NOHMMAasi BO3MOXKHbIX NOC/1eACTBUN. Thbl AaXKe HE CMOXKELLIb A0raZlaThCs O
TOM, 4TO doTorpadus, pa3melleHHas 5 neT Ha3zaa, cTasia MPUYMHOM OTKa3a NPUHATL Tebs
Ha paboTy.

KomMMeHTapuu, pasmMelleHne TBoux ¢potorpaduit n apyrme AermcTBUS MOTYT HE UCHE3HYTb
JaXke nocsie Toro, Kak Tbl UX YAaNuLLb. Tbl HE 3HaeLLIb, KTO COXPaHWA 3Ty MHPOPMaLLUIO,
nonasa Jin OHa B MOMCKOBbIE CUCTEMbI U COXPAHWIACh /1M OHa, a F1aBHOE: YTO NOoAYyMatoT O
Tebe oKpyXKatowlee /Iloan, KOTopble HAaUAYT U YBUAAT 3T0. HanTu nHndopmaumio MHOro net
CNYCTS CMOXKET 060N — Kak M3 A00pbIX NOOY)KAEHUIN, TaK U C HAMEPEHMEM NMPUUYNHUTD
BpeAd. DTO MOXKET ObITb KTO YroAHO.

OCHOBHBIE COBETHI 110 3aIIUTE UPPOBOI pEIyTaIHu:

1. Moaymai, npexkae 4YemM 4YTO-TO NYO/IMKOBATb U NepeaaBaTbh y cebs B 610re nam B
COLMa/IbHOM CEeTHU;

2. B HacTpolkax npoduas yCTaHOBM OrpaHUYEHUS HA MPOCMOTP TBOEro Npoduasa n ero
COAEPXKMMOrO, CAeslal ero TONbKO «A15 APY3€en»;

3. He pasmellan 1 He yKa3biBal MIHGOPMaLLMIO, KOTOPasi MOXKET KOro-iMb0o ocKopb.asaTb Man
obwKaTb.

ABTOpCKOE IIPaBO

CoBpeMeHHbIe LWKOJIbHUKU- aKTMBHbIE MOb30BaTe M UMPPoBOro npoctpaHcTea. OaHako
[ANEeKO He BCe 3HAIOT, YTO MOJIb30BaHME MHOTMMU BO3MOXKHOCTSIMU LMPPOBOro Mumpa
TpebyeT cobnoaeHUs NpaB Ha MHTENNEKTYaIbHY0 COOCTBEHHOCTb.

TepMUH «MHTeNNeKTyalbHas COBCTBEHHOCTb» OTHOCUTCS K Pa3/INYHbIM TBOPEHUAM
4ye/I0BEeYECKOro yMa, HaunmHas C HOBbIX M30OpeTeHMN U 3HAKOB, 0603HaYatoLLMX
COBCTBEHHOCTb Ha NPOAYKTbI U YC/IYTU , U 3aKaHYMBas KHUramu, potorpadpusimu,
KMHOPMAbMAMN U My3bIKasibHbIMWU NPOM3BEAEHUSIMMN.

ABTOpPCKME NpaBa — 3TO NpPaBa Ha MHTEJIJIEKTYa IbHYt0 COOCTBEHHOCTb Ha NPOU3BEAEHUS
HayKU, IMTepaTypbl U UCKYCCTBa. ABTOPCKME NPaBa BbICTYNatoT B KAYECTBE rapaHTUM TOro,
YTO MHTEJIEKTYa IbHbIN/TBOPYECKUI TPy, aBTOpa He OyAeT HanpacHbIM, acT eMy
crnpaBen/iMBble BO3MOXXHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOeEro Tpyaa, Noay4ymTb
N3BECTHOCTb M Npu3HaHMe. HMKTO 6e3 paspelueHns aBTopa HE MOXKeT BOCMPOU3BOAMUTb €ro
npousBeaeHne, pacnpocTpaHsaTb, Ny6IMYHO AEMOHCTPUPOBATbL, NPOAABATh,
MMMNOPTMPOBATb, MyCKaTb B MPOKAT, MNyOJNMYHO MCMOSTHATb, MOKa3blBaTb/UCMOHATL B 3dupe
Unn pasmewaTsb B VIHTepHeTe.

Mcnonb3oBaHWe «MMPaTCKOro» MPOrpaMMHOro obecnevyeHms MoXKeT NPUBECTM K MHOIUM
pUCKaM: OT NOTepU AaHHbIX K TBOMM aKKayHTaM A0 6/T0KMPOBKM TBOErO YCTPOMCTBA, rae
YCTaHOBJ/IEHHbINM HE NieraabHas nporpaMma. He cTtonT Takxke 3abbiBaTb, YTO CYLLLECTBYET
nerasbHble M 6ecnaaTHble NPOrpaMMbl, KOTOPbIE MOXHO HANTU B CETU.

O noprane

CeTeBMYOK.pd — TBOM I/1aBHbIM COBETUYMK B CETU. 34€Chb Thl MOXKELLb Y3HaTb O
6e30MacHOCTU B CETU MOHSATHbLIM U AOCTYMNHbIM S3bIKOM, a NPU BO3HMKHOBEHUU
KPUTUYECKOM CUTYyaL MM 06paTUTLCS 3a COBETOM. A TaKXKe NPUHATbL Y4acTMe B KOHKYpCax U
CTaTb CaMbIM UMUDPOBLIM rparkgaHNHOM!



